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Abstract- Organisations store client’s data in their interstarage memory and protect these confidentia file
using firewall, so that it is protected againstunders. They also form policies to avoid disclosafelient’s
data by organisational employees. Cloud computystesns store client’s data in the storage spacédged by
the organisations which are responsible for pronjdhe services of cloud. Service providers mustsisong
measures to protect their clients’ data, espectallgvoid disclosure of user data by unauthorizegleyees or
insiders. The most common method of privacy isistpthe data in encrypted form. If the cloud systism
carrying out both the processes, that is, the gtiony of client's data and storage of it, then #stem
administrators responsible for this process acghiesncrypted data and the keys required for g¢iory. Thus
they can access confidential information withouthatization and this poses a risk of informatiosctthsure
which is unsuitable from the point of view of cloggstem security. This study proposes a securitgienfor
cloud computing using two clouds, one responsibtettie encryption and decryption of client’s datdycand
the other responsible for storage of this encrymtath. This can be achieved by integrating the epinof
Trusted Computing Platform (TCP). The cloud resfiador the data storage must not store dataamjgxt
or original form but must store it in encryptedrfat only, and the cloud responsible for data ertwgmpand
decryption (i.e TCP cloud) must delete all dataruiee completion of encryption or decryption pracasd
must store only the decryption keys. Both the ctouark in accordance with each other without havang
interaction between them. Hence the client’s datecure from the administrative point of view also

Index Terms- Cloud Computing; Trusted Computing Platform (TCE)rryption and Decryption cloud.

[1] INTRODUCTION

A cloud typically contains a virtualized signifidan computing platform( TCP) [1] into cloud computing
pool of computing resources, which could besystem. By this we’'ll be separating the encrypton
reallocated to different purposes within short timelecryption process from the storage of user da@d® T
frames. The entire process of requesting and rieceiv is a chip (combination of hardware and software)
resources is typically automated and is completed providing various security services. Thus with this
minutes. The cloud in cloud computing is the set afhodel, some important security services, including
hardware, software, networks, storage, services aadthentication, confidentiality and integrity, are
interfaces that combines to deliver aspects gfrovided in cloud computing environment.
computing as a service. Shared resources, softwdfarthermore, the cloud responsible for the data
and information are provided to computers and othetorage must not store data in original or plaintex
devices on demand. It allows people to do thingy th form, and the cloud responsible for data encryption
want to do on a computer without the need for them and decryption must delete all data upon completion
buy and build an IT infrastructure or to understéma  of encryption or decryption.

underlying technology. Through cloud computing,

clients can access standardized IT resources foyde
new applications, services or computing reso}ﬁrcpég] BACKGROUND STUDY

quickly ~ without  reengineering  their  entire Trusted Computing Platform (TCP), which is based
infrastructure, hence making it dynamic. The corgn Trusted Platform Module (TPM), can be integrated

concept of cloud computing IS reducing thqnto the cloud computing system for providing
processing burden on the users terminal by corgtant

improving the handling ability of the cloud. All ¢is  Security- The TCP is a chip which provides
is available through a simple internet connectioAuthentication, confidentiality and integrity ineth

using a standard browser. Since cloud computingoud computing environment. TCP functionality
share distributed resources via the network in@ano consists of two basic services, authenticated bhodt

environment, it makes it important for us to depelo encryption, which work together. An authenticated
the security solutions for cloud computingpaot service finds out which operating system is
applications. booted on the machine which in turn will help in

We proposed a method to build a security model fqyroviding security. It provides the TCP functiomali
cloud computing system by integrating the trustewhich is authentication boot service, encryption
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/decryption of data and storing of its respectivenethod to build a security model for cloud compgtin
private key. But TCP is a hardware that is a chigystem by integrating the idea of trusted computing
which is fitted on the motherboard of all the cloudlatform (TCP) into cloud computing system. TCP is
servers which has a very high costing so it isvesy a chip (combination of hardware and software)
much affordable. Hence not all cloud computingroviding various security services. For cloud
organisations can use this technology. To make éomputing technology to spread, the service praside
available for all we have decided to develop @ust use such policies which build up a high trust
software version of it, which constitutes our TCHactor among its clients. This study proposes a
cloud. security model for cloud computing based on a

separate encryption and decryption service clowl an
Separating the encryption/decryption service fro’@eparate storage cloud, emphasizing that the
storage service [2] would help provide better ségur oncryption/decryption process and the storage of
to the cloud computing system. It involves a sef@aragncrypted data will be vested within two different
encryption/decryption cloud service to the businesgguds altogether. This will provide higher seauti
model, wherein two service providers splitihe client's data as the encrypted data would teedt
responsibility of data encryption/decryption andada i, the storage cloud and its respective private key
storage. This to a certain extent provides securifyoy|d pe stored altogether in another cloud thauis
from the administrative point of view but still b  Tcp cloud. The two clouds will not have any sort of
few drawbacks. The separation of services stilbtxi iyieraction with each other thus providing high end
in the same cloud under the same cloud administratgecurity to the users. Both the clouds will be vigk
Hence it still poses the risks of data leakage isuse independently. The storage cloud will only be
by the administrator. Thus we have come up with thiresponsible for storing the encrypted client’s daie
new concept where there will be two different clsud ihe TCP cloud will only be responsible for storits
one responsible for data storage only and the othglspective private key. Furthermore, the TCP cloud
cloud responsible for encryption/decryption onlfisT || not be allowed to store the client’s data, erit
cloud includes the TCP functioning also. The twq,55 peen encrypted and sent back by it, all the dat
clouds have no interaction at all and workyom the TCP cloud should be deleted and only its
independently. Thus by integrating all the abowe&l (egpective private key should be stored. The séorag
and working out on the drawbacks we have come Wo,d will only be storing the encrypted clientata
with this new concept of decentralization of cloudyt it won't be having its private key to decrypt.
computing security. Hence there will be no risks or threats of improper

disclosure of data even from the administrativenpoi
[3] PROBLEM DEFINITION of view. The TCP cloud will also perform Digital
In a cloud computing environment, the necessarsignatures thus ensuring data integrity of thentke
resources required by client's are leased by th#ata. We can also include the authentication boot
organization providing these services and the tien service in the TCP cloud that will help the cloud
confidential data gets stored on the cloud. Thiape system know the configuration settings (Operating
can help a company save on the software, hardwasgstem) of the client’'s machine. In this mannercar
and infrastructure costs however storing th@rovide a secure way of storing the client's data o
company’s confidential data on the cloud creates the cloud by decentralizing the cloud computing
risk of disclosure of important and confidentialsecurity, hence providing high end security touker
business information, which can prove harmful feg t data in cloud

progress of a company.
[4 SYSTEM DESIGN

The ma|n aim of are project IS_ fo prov_lde high endI'he working of storing and retrieving of data inwd,
security to the cloud computing environment by

separating  the data  storage  from théhrOUgh our concept.
encryption/decryption of user data. The core cohceR 1 For data storage :
of this study is to separate the encryption /det@oyp

process from the storage process so as to prevent

wrongful disclosure of important data from the

administrative point of view. We have proposed a
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DATA user data ;I;tscem:prypted
and then sent.its private key
STO RAGE gets saved here and dat:
ets o delete:
2 encrypted user
3 encrypted data data along with
along with public public key sent
key sent for storage. back.
message sent to
client for successful 4 User data sent to TCP
data storage. XML cloud for encryption.

WEB APPLICATION
( CLIENT)

Step 1: For a new user, the user will firgtate a new
account. The user details will be stored at theagm®
cloud. After the user logs in to the cloud and bas

authenticated, it might send a request to uplodd dastep 3: Meanwhile from the cloud applicatitits
or might use some resources which may require #ncrypted data along with public key and user ID is

store the data, so firstly using the diffie-hellmegy ~ sent to the storage cloud, where it is secureliesito
exchange algorithm the user and the TCP cloud Wllétep 4: The client then gets a message fi

share a secret key which will be US?d for enCrngtlnstorage cloud stating that the data was succegsfull
and decrypting the data along their path. Once th§ored. If any errors occur in storing the datentit is
secret key has been computed the user will encryptade known to the client through a failure message.

the desired data using this secret key and sermd thi

encrypted data to the TCP cloud in a secure manner‘."‘z' For dataretrieval:

Step 1: When the user wants to access/daartleeir

dStep tzszt .the t:]—CP hdm:jd’ th|st ukser fdatasdgeéstored data, the system first verifies its autluatiton.
ecrypted using he shared secrel ey 1ormed D¥er successfully verifying the user, a request fo

diffie- he!lman key exchange.algonthm_ Then l_Jse(rJIata retrieval is sent to the storage cloud havimg
data again gets encrypted using the RSA algorithm

Ser ID and public key.
developing public and private key. After encryptionu er b and public key

SHA-1 algorithm is performed for verification step 2: The storage cloud searches for éheested
purposes. Then this encrypted data along with thgyta by matching the public keys and user ID. After

public key and user ID is sent back to the cloughe gata has been found it is sent back to thetclie
application. After encrypting the data and sending gjde.

back, the user data gets deleted from the TCP cloud

and its private key along with the public key, ttesh  Step 3: This encrypted data is then serthéoTCP

and user ID gets saved at the TCP cloud. So the T€Pud where it gets decrypted using the private. key

cloud only has the private key stored but no datssa System uses the received user ID and public key to

side. index the user’s private key (decryption key), whis
then used for decryption of received data. It is
important to use the correct decryption key to dprin
back the data to its correct original form. Aftdet
data is decrypted, using the SHA-1 algorithm (haish)
is verified whether the data is the same as homa#
stored or there are any modifications made.
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Fig 2: The conceptual diagram showing data rettipkacess in cloud computing environment.

Step 4: After verification the decrypted data(ové
data) is sent back to the client in an encryptedmaa
using the diffie- hellman key exchange algorithm,
After the client’'s data is sent, the TCP cloud @& n
allowed to retain the data and so any client’s data
encrypted or original form is deleted thus prevsgnti

storage of data and key in the same system. Thigis
most important criteria for ensuring the privacy o
user data.

(5]

5. CONCLUSION

decentralize the working of data storage process th
providing immense security to the cloud computing
environment.
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based on decentralizing the security working ofidlo
by separating encryption and decryption servicedtlo [6]
that is our TCP cloud from the storage cloud, Whicr[11]
implies that the storage and encryption/decryptibn
user data must be allotted to two different service
providers which are present in two different cIoude]
altogether. The functionality of Storage Cloud
includes storing user data which has already been
encrypted through a TCP Cloud. The functionality of
TCP cloud include encrypting/decrypting, providing[3]
digital signatures to the user data and sendibgdk,

after which the data gets deleted from the TCPctlou
and only its respective private key gets storethat [4]
cloud. These clouds do not interact with each oitmer 5]
any manner and work independently. Thus the TC‘3
cloud only consists of the private key (decrypti@y)

but has no user data stored in it and the Storkgel c
consists of only the encrypted data but does ne¢ ha
its respective decryption key. As both these clouds
have no interaction with each other the data resnain
stored safely in an encrypted manner even from the
administrative point of view. In this manner we
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